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New unique samples added to AV-TEST's malware repository
(2005-2013)
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Total number of unique samples included in
AV-TEST's malware repository (2005 - 2014)
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Packer Detection
PE-Characteristics
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AX Sapes - AV-TEST - Theln: x | SRty <™
€ DiC [) T pa exjsf Lz B &8 & 8 =
# » Classify » ClassifyGrid » SampleView

VTEST 0 0 46 61 1289934

EXIF 0 0 0 291 1289750

PE 0 0 0 53 1289988

PE_INFO 0 0 0 87 1289954 WebdustMail

PE_DUMP 0 0 0 2282 1288481

SOLAR 320472 0 13 50275 910281 (100f 10)

CLASSIFY 378486 0 0 1139 910416 *Inadent Name & PEDHash ¢ *VTest ¢ *Class. ¢

G TATWARE Ty COOOWAE OROEFRNED http:// iy 139356 1140/setup_21_| setup_21_15520380.exe 14-03-03 11:19 | 859¢3dby 518072 view @5bb386b53 0 %

DAY 683 (75 %) 54.(5 %) 171 (18 %) 1(0 %) hitp:// s/ exes$/2.3.80.2.3u] mwsauto.exe 14-03-03 11:16 | 68635344 75456 vigw"™ | 31d651d4a§ 40 %

WEEK 5890 (55 %) 2835 (26 %) 1811 (17 %) 50%) http:/ ——— 2/5€2611-10] 5@2611-105-1-45188.exe 14-03-03 11:14 | 18eaffbcd 91760 vigw 6d6d11b414 40 % GOODWARE 95,78 %

MONTH 15849 (41 %) 12733 (33 %) 9847 (25 %) 15 (0 %) hittp://ssmnmm——r/backup/UserResq UserReset_infoclear.exe 14-03-03 11:12 | 633cabef{i 205376 view 958b056all 24 % JUNK 0,00 %

QUARTER | 34357 (28 %) 51101 (50 %) 25418 (20 %) 940 (0 %) http://mm— ws/down/1244/%ES%9| {EiflHIN38)-101-700.exe 14-03-03 11:10 | 2a303405§4 92786 vigw 06237579d9 40 % GOODWARE 95,78 %

YEAR 209811 (27 %) | 415123 (55 %) | 126158 (16 %) | 1900 (0 %) hitp: /it /hx/pskin(0.0.909. 1 pskin(0.0.909.1-0.0.911.2)_360.exe 14-03-03 11:09 | 75¢b3c6b] 7221880 view 04c5e8dd6d| 0 %

mail://Sim————/ 2D 5985| vkr.jpg 14-03-03 11:08 | f103d5f0§ 37560 view™ 0 %
http: /iy 300/5€2814-10] SE2814-105-1-34835.exe 14-03-03 11:07 | 740234f4 65643 view 22f82f74fa8] 24 % GOODWARE 52,79 %

800 hitp: - d V1alpha3360 exe 14-03-03 11:03 | 00cf41f03 647925 view | eda6aifsss( 68 % MALWARE 8042% | (¥
http://imsm———iradio/player.exe | player.exe 14-03-03 11:03 | 5cd07f5f3 1904640 view | f432bse84d{ 4% JUNK 0,00 % i

600 http://i————————m=9/hezi/dnfbox.{ dnfbox.exe 14-03-03 11:03 | c3d74d1f| 4186045 view | 70769¢8202{ 92 % JUNK 0,00 %
http://im < s di 1alpha2428Instalier.exe 14-03-03 11:02 | 2be85a3] 647888 view | 13981be94d 68 % MALWARE 80,42 %

400 http://casmmim—new8/ic0 *DiugO°KI] I¢O*DIucO°KIxDh_48_103.exe 14-03-03 11:01 | 331ababy 1274656 view | 7376751431 4% GOODWARE 95,78 %
http: di 1alpha2. exe 14-03-03 11:00 | 37b9b93] 647893 view | 439c7df5dbq 64 % MALWARE 80,42 %

200 http://wessmm——myv0_ ysetup) gsyyset _1024.exe 14-03-03 11:00 | d31ca24§ 1864047 view | 0f1c82943¢7 28 % MALWARE 80,42 %
http:// Jyrekzs.exe yrekzs.exe 14-03-03 11:00 | fba96bed| 688810 view | 2e756d272H 12 % MALWARE 99,11 %
http://cmmpmykplay.exe?_upd=sety setup_28054250.exe 14-03-03 10:59 | 51352e8{ 98121 view | 17ef94cba9] 0% MALWARE 80,42 %

9 s s hittp: /s - di V1alpha352 .exe 14-03-03 10:58 | 9a%eb34{ 647911 view | 94b92e5383 72 % MALWARE 80,42 %
888 85886888588 hittp://imes . di V1aipha3097installer.exe 14-03-03 10:58 | 1c2i75ad 647901 | yiew | 847deef615] 64% | MALWARE 80,42 %
T SRRV QTS http://cesmmmemessunmmsemenst/installer] ZeNiX2014-01-11_downloader-6NIC6wLV.exe| 14-03-03 10:58 | 4c0d3d3q 237016 yiew 874affo45ed 32 %

URLs / new Samples acquired last 24hrs http: /i ——n/3.0.30] Anti-Malware.exe 14-03-03 10:57 | bad9092¢ 293608 yiew 6f39f410c8e| 28 %
http://mms— s dh. di Viaiphal166l fer.exe 14-03-03 10:56 | a3539fb1] 647889 yigw 25da2bc52b| 64 % MALWARE 80,42 %
http://camssipmmssmmminiay.exe?_upd=setu| setup_28010849.exe 14-03-03 10:55 | 0a2a28eff 96127 yiew 3f5ff96276b{ 0 % GOODWARE 88,26 %
http: /== =midown/324/vip%C2%A vip 14-03-03 10:49 | cB85aadf7| 75312 yiew 8c47625988| 28 %
http://cms ey 88/down/123/vip-101-2 vip-101-204-207477.exe 14-03-03 10:49 | bdfdafebd 66675 yiew 6cf7acbec2?| 28 %
http://diline ==com/n/3.0.3 box.exe 14-03-03 10:49 | eadd23e] 293608 yigw 6ae9deSeed 28 %
http://diilimsssss————/n/3.0.3| Camtasia.exe 14-03-03 10:49 | e60826c] 295328 yiew e3a799076) 28 %
http: /s iiawn/246/%E5%80| 7] §ief6-101-205-196942.exe 14-03-03 10:49 | Ofad81d0| 64623 yiew acbce37%eay 24 % GOODWARE 52,79 %
http://Cam— wn/335/AV1417-1 AV1417-105-202-13251.exe 14-03-03 10:49 | e54b97e 62000 yiew Secf605a81q 32 % GOODWARE 52,79 %
http://camegmmsm Wn/267/22%C2%{ 267 14-03-03 10:49 | 3ad96e6d 66160 yiew 1290f7cc21d 28 % GOODWARE 52,79 %

(10 0f 10) - 123456789 10

o oo oo
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Classifiers acquired last 24hrs
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Sample - 80f2ad148237030893761763e08cf2487dcb810087f2e0016a7630e054b7ad32

Youngest Path Acquired 14-03-03 15:10
Youngest Path URI mail://f 25895chbb0c527925043251a7b06453348
Youngest Path Type MAIL
Youngest Incident Acquired 14-03-03 15:10
Youngest Incident Name 2356869543, 5cr
Youngest Incident Extension | scr
Sample Acquired 14-03-03 15:10
Sample Size 142336
Sample MD3 4c91679bf60114f0fd0153e187fff599 =
Sample SHA1 f5512bc45c06cee9c3f3e?d48e7ea3bfdbebadls
avg - bitdefender | -
ca_av - clamav -
esetnod32 Win32/Kryptik.BWFP trojan (variant) | fortinet -
f_prot W32/Trojan5.IYX ikarus Trojan-Spy.Zbot
k7computing | - kaspersky Trojan-Downloader.Win32.Agent.hebc
mcafee Artemis!4C91679BF601 (trojan) microsoft -
norman Heur.1 panda -
quickheal B rising -
sophos Troj/Agent-AGFL sunbelt -
symantec - trendmicro -
vba32 - virusbuster | -

PE32 executable (GUI) Intel 80386, for MS Windows
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PEDump - 80f2ad148237030893761763e08cf2487dcb810087f2e0016a76320e054b7ad32

as a c e c80a as eela e8a 3
HashSha256 b70f2bbde2d1cB80a41686f4759f2383ad0578222a354928a893db51a78f209d3
Dump of file : S5:%\SAMPLES\BO0\F2\E0F2AD148237030893761763E08CF2487DCEBE1008TF2E00L16ATES0EOS4BTADSZ
FileS5ize : 0x0000000000022C00
PE[umpVersion : 0.2.7.63
TSI File Modification 14-03-03 15:15:00
DOSHeader Magic Ox5S44D "MZ? E N _ . .
DSHeader size (para) e File Access 14-03-03 15:15:00
DoSfesder checks fxoonn File Creation 14-03-03 15:15:00
D0SHeader STUBSize 0x00RS
LS File Type Win32 EXE
<File Header MIME Type application/octet-stream
Machine: 0x014C (I384&)
Number of Sectiocna: 0x0004 Lmne MName Value
TimeDateStamp: 0x47274513 - ; -
PointerToSymbolTable: 0x00000000 10 Machine Type Intel 386 or later, and compatibles
NumberOfSymbols: 0x00000000 -
SizeOfOptionalHeader: 0x00EQ 11 Time Stamp 2007:10:30 14:52:03+00:00
Characteristics: 0x0123 12 PET PE32
IF_RELOCS STRIFFED Ype
IF_EXECUTABLE IMAGE . .
IF_LARGE ADDRESS AWLRE 13 Linker Version 9.0
IF 32BIT MACHINE .
File Headers 14 Code Size 101376
<Optional Header 15 Initialized Data Size 52224
e i Lx010s 16 Uninitialized Data Size 0
linker version 9.00
size of eads gx00018C00 § 17 Entry Point 0x15af6
gize of initialized data 0x0000CCo0
size of uninitialized data 0x00000000 18 0S5 Version 5.0
entrypoint RVA 0x000154F6
base of code 0x00001000 19 Image Version 7.1
base of data 0x0001RA000
image base 0x00400000 20 Subsystem Version 5.0
section alignment 0x00001000 -
file alignment 0x00000200 21 Subsystem Windows GUI
required QS wersion 5.00 N
image version 7.01 Lmne Name Value
subsystem version 5.00
Win32 Version 0x00000000
gize of image 0x00028000
size of headers 0x00000400
checksum 0x0002B58C
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11" pa:h='::‘.?«'nr:-cﬁs“5yst 32\ %P pZ:es.dll' />
411" pa:h=".‘:\i\"'n:VJWS‘ gystel Z\WII-IHI p.dll” />
patt ="C: ‘.’n"lDC"ﬁS\s';s:emSZ\mlaueng. dii" />
pa:h="_':'xh'ZlDC‘ﬁS‘.s','s: 32\wups.dll" />
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T 32‘Utheme.dll" />
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“IDAV H:\2014_02_06\b0b1d392b719d6cdce6010556e1785ac1d362740d 3d8c03a1e1a3edededa221,00000001.idb (00000001 file) | e |
File Edit Jump Search View Debugger Options Windows Help
sl = IR R BB 3y @@ ket FFm X DL]L]Remntew.nduwsdebuggerv%@] P SRl O v @ e 3 B[
Library function | Data [l Regular function ] Unexplored [l Instruction = External symbol
[F] Functions window o& x | mavews [ [ O] Hexviews [ B stuctures [E e [ 58 mporss | #  expors |
S - .text:1001AB4E 50 push eax ; 1lpFilename -
(4| SUD_LUULBBUA -text:-1001A84F 6 BB push L]
[7] seH_1001A890 .text:1001A851 E8 BF F6 FF+ call  sub_18819F15
7] 3 .text:1801A856 83 C4 B4 add esp, 4
b_1001BETC o
% ;EH’lGGlAFCG _text:1801A850 58 push eax ; hhodule
[Ed - .text:1881A85A FF 15 88 CA+ call ds :GetitoduleFileHameW
L] SEH_10009e40 .textz1801A868 85 C8 test eax, eax
L] SEH_1000AADO _text:1661A862 75 07 jnz short loc_1661n86B
_): SEH_10009F20 .text:1801A864 33 CH xor eax, eax
|£| SEH_1000B3CO .text:10801A866 E9 05 81 06+ jmp loc_1061A970
[#] sub_1001BBD0 -text:-16801A86B H
7] seH. 10003840 .textz1801AB6E . .
E sub_1001BBF0 .text:1801A868 loc_1001ABGE: ; CODE ¥REF: D1lMain(x,x,x)+32Tj
= 2 .text:1001A86E 8D 8D D8 FD+ lea ecx, [ebp+Filename] |
L£] SEH10003D80 text:1BB1ABTY 51 push  ecx ; uchar_t x
L] sub_1001BC10 .text:1801A872 BY 96 89 02+ nou ecx, offset unk_10628998
S:[4111A8] \é sub_1001BC18 .text:1001A877 E8 54 AC FE+ call 5sub_100854D 8
£ SEH_10003580 -text:1A81A87C 6A BB push 8 ; hTemplateFile
E SEH_1000ACDO .text:1001AB7E 68 86 B0 88+ push 86h ; dwFlagsAndAttributes
[7] unknown_libname 60 -text:1001A883 6A 03 push 3 ; duGreationDisposition
7] " y -text:168081A885 6A BB push [} ; 1pSecurityattributes
o ki lib 61
:[41594C] % “”bq%g;gc‘ﬁzam- _text:1801A887 6A 01 push 1 : duShareHode
\s b .text:1001A88% 68 00 0O 00+ push 800000000 ; duDesiredAccess
[£] sub_1001BC90 .text:1BB1ABBE 8D 95 DB FD+ lea edx, [ebp+Filename]
L] sub_1001BCCO _text:1801A894 52 push edx ; lpFileMame
L] sub_1001BCFO -text:1001A895 FF 15 BO Co+ call ds:CreateFilew
|f| sub_1001ED00 .text:1881A89B 89 45 F4 mou [ebp+hFile], eax
7] sub_1001BD10 .text:1801AB9E 83 7D F4 FF cmp [ebp+hFile], BFFFFFFFFh
7] sub_1001B020 .textz1801ABAZ 75 07 jnz short loc_1681A8AB
z unknown libname 62 .text:1601A8AL 33 CH Xor eax, eax
] unki 7Ih 763 .text:1881A8AG6 E9 C5 B8 88+ jmp loc_1881A978
| fil inknowsiibrammel B _textz1801ABAB ;
e 0 .text=1801A8AE
Line 720 of 720 00019C6B 1001A26B: D11Main (x,x,%):loc 10013868 -
=] output window o & x
IRON = 2 1867776 total memory allocated A
shr
Ty Loading processor module E:\Debugi\IDAG.4\procsipc.w32 for metapc...0K
= Loading type libraries...
mov Autoanalysis subsystem has been initialized.
=il Database for file '60680861.file' has been loaded.
Compiling file 'E:\Debug\IDA6.4\idciida.ide’...
mov Executing function 'main’...
Python 2.7.6 (default, Nov 18 2813, 19:24:18) [MSC v.15688 32 bit (Intel)] g
IDAPython v1.6.8 final (serial @) (c) The IDAPython Team <idapythonBgooglegroups.con> 3
Pythen
AU: idle Down Disk: 7GB

popad

pop
rek
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, Folgen Sie uns auf Twitter @avtestorg
n Finden Sie uns auf facebook.com/avtestorg

Aktuelle Testergebnisse auf www.av-test.org
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