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Total number of unique samples included in AV-TEST's malware repository (2005-2016)
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= AV-TEST received over 140 million new malware
samples in 2015

= AV-TEST processed hundreds of thousands malware
samples with its dynamic analysis in the last few months

= Are we still identifying the new, interesting and
important malware”
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2016-05-02 20:38:53,193 VirtualProtectEx Protection: exeeeaaa4a 5UCCess BxB0peees1
ProcessHandle: @xffffffff
Address: Bx3eee1634
Size: exoooae0as

2016-05-02 20:38:53,193 VirtualProtectEx Protection: exeeeaea2e 5UCCess Bxeepeeesl
ProcessHandle: exffffffff
Address: 8x38eals34
Size: Bxeepa0084

2016-05-02 20:38:53,203 LdrLoadDll Flags: 1244912 success Bxeoeegoee
BaseAddress: 8x31248000
FileName: wwlib.d11

2016-05-02 20:38:53,203 LdrGetProcedureAddress Ordinal: @ SUCCesS sp{alalalelelslele)
FunctionName: FMain
FunctionAddress: B8x31244562
ModuleHandle: 8x31248e00

2016-05-02 20:38:53,203 LdrGetProcedureAddress Ordinal: 8 success BxB0peeese
FunctionName: wdCommandDispatch
FunctionAddress: 8x31621275
ModuleHandle: ex312408e86

2016-05-02 20:38:53,203 LdrGetProcedureAddress Ordinal: 8 success oxeoeecoee

Cuckoo Sandbox on

FunctionAddress: 8x315c1c@6

ModuleHandle: 8x3124860@ malwr com
| ]

2016-05-02 20:38:53,203 RegOpenKeyExW Handle: exeseeesad 5uUCcess Bxeapesess
Registry: exsee88082
SubKey:
software\Microsoft\Windows\Current
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= Raw Output of dynamic malware analysis can be
= Huge chunks of text
= Not intuitive
= Not nice to view
—> Not nice to work with as a human

= Processing the data is only possible with automation,
manual analysis is difficult und time consuming

= Automated processing performs a defined task

= Does this very well and fast, e.g. classifying behavior as
malicious or benign

—> Often doesn‘t find (interesting) anomalies
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2a7cT0638055f4c59f66bT0504344757621971f9340f7f9199e86f0a118e5¢ce2 5740dca78846706Tach5160ccc671a7b0c3abfcd7abe85748ae0f1aad036ace Q
Features Features
Name Ergebnis Name Ergebnis
& createsExecutablesInNonstandardDirectories m G createsCopyOfinstaller L true ]
5 tesFilesInN tandardDi tori
() createsFilesInNonstandardDirectories m = createstiesintonstandardbirectories @
G createsRegFilelink
createsTemporaryFiles m m
createsTemporaryFiles m
(e createsTemporaryFiles.1 m
G createsTemporaryFiles.1 m
(e createsTemporaryFiles.2 m
G createsTemporaryFiles.2 m
(=) numberOfCreatedriles
G createsTemporaryFiles.3 m
) numberOfCreatedvalues ‘I'
G deletesExecutedSample m
) number0OfDeletedProcesses
m G loadsD11FromNonstandardDirectory m
7 berofE tableFil
@ number xecutableriies modifiesBrowserSettings m
@ number0ftodifiedValues m G modifiesBrowserSettings.IE m
() numberOfUsedToplevelDirectories m e modifiesExistingFiles m
& ratio0fExecutables RATIO 0.9 modifiesSystemSettings m
'l ratio0fNonstandardDirectories m modifiesSystemSettings.current_user m
] ratio0fsystemvalues RATIO 0.18181819 JRAC) modifiesSystemSettings.current_user.4 L% true )
- . . 5 berofCreatedFil
(£ ratio0fTemporaryFiles m & numberortreatedriles @
. . . ] numberofCreatedFinalFiles m
G ratio0fValues2Files RATIO 0.3548387
= numharrrastadlane T
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2a7cT0638055f4c59f66bT0504344757621971f9340f7f9199e86f0a118e5¢ce2 5740dca78846706Tach5160ccc671a7b0c3abfcd7abe85748ae0f1aad036ace Q
Features Features
Name Ergebnis Name Ergebnis
& createsExecutablesInNonstandardDirectories m G createsCopyOfinstaller L true ]
5 tesFilesInN tandardDi tori
() createsFilesInNonstandardDirectories m = createstiesintonstandardbirectories @
G createsRegFilelink
createsTemporaryFiles m m
createsTemporaryFiles m
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G createsTemporaryFiles.1 m
(e createsTemporaryFiles.2 m
createsTemporaryFiles.2 m
(=) numberOfCreatedriles .
alemp Files. m
) numberOfCreatedvalues
) number0OfDeletedProcesses
idardDir ry . m
7 berofE tableFil
@ number xecutableriies modifiesBrowserSettings m
@ number0ftodifiedValues m G modifiesBrowserSettings.IE m
() numberOfUsedToplevelDirectories m G modifiesExistingFiles m
& ratio0fExecutables RATIO 0.9 modifiesSystemSettings m
'l ratio0fNonstandardDirectories m modifiesSystemSettings.current_user m
] ratio0fsystemvalues RATIO 0.18181819 JRAC) modifiesSystemSettings.current_user.4 L% true )
- . . 5 berofCreatedFil
(£ ratio0fTemporaryFiles m & numberortreatedriles @
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Technical Background - Sunshine AV‘TEST
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= ~ 100 Machines
= Dynamic Data Analysis: A SU NSH I N E

controlled execution of malware behavior control
samples on non-infected systems

= Can run on both virtual and physical hardware

= Monitors
= Modifications of the filesystem
= Modifications of the registry
* Processes and their modules
= System areas in the memory
= |ncoming and outgoing network traffic

= Assigns a flag for every action: CREATED, MODIFIED, DELETED,
NOFLAG
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= Behavior report is usually huge

= Features are extracted as a layer of abstraction and to reduce the
data size

= \We use three different types of features
= Boolean features
= Aggregation features
= Ratio features

= Features can have sub-features

» These Features are combined into a feature vector describing the
behavior of a sample

= Further usage of the feature vector: classification, ...
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Thu Jun 26 2014 10:09:18 GMT-0400 (...

Thu Jun 26 2014 10:09:18 GMT-0400 (...

Comparing 31 samples to
4487b345163d20c6b91eec8eeB86c307911b1f2c3e2...

similarity

ES s

data transfer: download...

Malicious sample

Benign sample data transfer: uploads files

hardware: plays audio
system access: engage...
system access: modifie... [l HEHHEEBEEENE

system access: reads/w...

Source: Gove et al. 2014

SdBot | Allaple | Korgo

4 B B Paint

Internet

Explorer Explorer

Source: Zhuo, Nadji 2012

Source: Shaid, Maarof 2014
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= Features can have sub-features = hierarchical visualization
= Selection of hierarchical visualization techniques is limited
= Options: node-link and space-filling Diagram (e.g. a Treemap)

@ @ ® @ |
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= Treemaps generally unfit since
comparison between them Is
hard

= Aggregation features usually
dominate the Treemap, while °

Boolean features disappear

= Common top-down tree
visualizations are also
unsuitable because of the high
number of nodes

= - radial trees
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= Differentiating between nodes
might still be difficult

= To make It easier, triggered
nodes (value > 0) are

highlighted and colored

B DELETED

Il NOFLAG
= The useld colors depenq on the 16% MODIFIED
distribution of the associated : CREATED
flags 50%

= The filling level depends on the
maximum value inside the data
set

INTERACTIVE GRAPHICAL EXPLORATION OF

2016-05-20 MALWARE BEHAVIOR




Visualization MNTEST

The Independent IT-Security Institute
Magdeburg Germany

= Edges are colored according to
the most frequently used flag
of the node the edge is
pointing at '

= Node size depends on its level \| ‘:
= - Nodes further away from = ==
the root node are drawn 7/l L
tinier N
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= Frontend: Javascript (p5JS)

= Backend: Java (Spring Framework)
= 4 months of development

= ~3000 Lines of Code

= 40 files

BETA

Cspring  PJ.JS

by Pivotal.
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Examples AVTEST

= Several mail attachments from April 27th, same kind of mail
= Varying static detection, varying dynamic classification
—> Which file can be used for testing?

*Incident Name < Sample Date < Sha256 + Size ¥ Sample. PEDumpHa: *VTes yTGre *Mars £ *Class, &
notPe*

| ¥ IMG4251067555-0PG.scr 16-04-27 10:03 ef525893b00a61 33219 view* X 43009d20d7 22% MALW @ GOODWARE 66,67 %
g b DR 1GT431582762-JPG 50t 16-04-27 09:29 d730010c0ci028 41472 view x 68502001 22% MALW @ MALWARE 94 44 %
¢ ¥ B 1G5360612155-IPG.scr 16-04-27 08:25 290MBdc150e68 41472 view » 4002202061 26% MALW @ MALWARE 09,89 %
- b DR [1G1208335660-JPG scr 16-04-27 07:01 21953719db1fha 41472 view » Bac64b70L 22 % ANY ® MALWARE 99,89 %
¢ B GoTTI006219-0PG.scr 16-04-27 06:48 52576443ch2clt 41472 view ] Balidce2ad 17 % ANY ® MALWARE 94 44 %
. b D 1G4503570354-JPG scr 16-04-27 05:24 Dad208e684chh; 41472 view ® 75c6a020ac 17 %  ANY & MALWARE 99,89 %
| F B 1G1308661721-JPG scr 16-04-27 04:37 99dd94300322a° 41472 view ' 9e2aldeb54 17 % ANY Y MALWARE 99,89 %

b B |G05227870902-0PGscr 16-04-27 04:14 008f6adadciraz 41472 view o e7BG27d264 22% ANY ® MALWARE 99,89 %
b IMGOTEOTOB309-JPG.scr 16-04-27 0356 fd5aGladacdlaé 9879 view* X 0dd029e35e 9%  ANY & MALWARE 100,00 %
I P MG0040848712-JPG scr 16-04-27 03:56 c0e2edfic9a209 3111 view* M da3cO73428 9%  ANY Y MALWARE 100,00 %

P MG2951539997-JPG scr 16-04-27 02:58 c8badhe8d1a09( 9803 view* M 0dd029e35¢ 9%  ANY ® GOCDWARE 100,00 %
¢ ¥ B nGa513652687-0PG.scr 16-04-27 02:53 397c0853e03b31 43008 view ] 15e01fdd91 48% MALW @ MALWARE 94 44 %
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= Selecting a random set of 53 different dynamic analyses

= Anything interesting in there? Any clusters? Which behaviors are
currently often used?

*Path URL ¢

hitp://down fiplay.net/download/FFPlaySetup.exe
hitp:ipekalongan.site/meii000040414 zip
hitp:/i52kupan.com:81/d.php?Mile 1456984582038 U5R ¢
hitp:ifwww.applicationtourdownload.com/WVIEOTRQUAV
hitp:lgoodearthprogram.com/docs/c.exe
hitp:/if=iazai.51jetso.com/378/Setup_20009 exe
hitp:ifalco3d.com/distributives/TorkvenSetup.exe
hitpfww.exeupp.comT27/Server.exe?download_token
hitp:ifwwwalliricks.co.in/5555553 exe

hitp:tfisp tupopop.com/?key=WJqbY J547 CMRTizY zt{dav.
hitp:fwww.dkhoctf.com/m/ichallenge/092c8ae 1cd 07 76d7
hitp:ifall-baza.com/registro-cita.php
hitp:/idown.dxias.com/?/kakaotalk-30355/Mbkill/kakaotalkut
hitp:iiwww.egloodx techfinfo.php?id=1.1.5.26&monitor=1£
hitp:IDOWN2 TR7Z.COM/setup_534pvgp.exe

hitp://site 1371820587 tempsite ws/FastComercio-Window
hitp:isnekam. IVStub exe

http:isoft.31dns.net’soft/% EG%95%BO%EG%BD%MAEEE

bbb JIEA 477 0 EACEATIND nurn

*Incident Name &

@ FFPlaySetup.exe
53 meiioooo40414.zip

228 exe.exe
& LibreOffice-21562-dp.exe
O cexe
@Setup_ZOUUQ.exe

TorkvenSetup.exe

Serverexe

5555553 exe
ﬁlInstaIIMonster_Download_Manager.exe

992c8ae1cd0f776d790240d 11695 ee30c118alexe
B3 cita13-05.exe
ﬁj kakaotalkufffduffduffdud@84_kakaotalk-30355 exe
" m5hue.exe
ﬁlsetup_ﬁ‘tpvgp.exe
ﬁlFasiCumerciu—Winduws—\nstalador.exe
"]Stub.exe
15 #iEtrE eve

T ) e e i

A

Sample Date %

16-05-14 18:40
16-05-14 18:23
16-05-14 18:20
16-05-14 18:19
16-05-14 18:03
16-05-14 17:59
16-05-14 17:57
16-05-14 17:57
16-05-14 17:57
16-05-14 17:56
16-05-14 17:56
16-05-14 17:26
16-05-14 17:23
16-05-14 17:06
16-05-14 17:05
16-05-14 17:04
16-05-14 17:04

16-05-14 17:00

4c AC 44 aT.An

Sha256 ¢

aldfaa0841fhcadl
92chal7ihd4aidd
ccifiaadbasicdt
3f35bfcafa3250!
dG20edds18959(
35d802f54ef2558
G24dG0fbb5d164
94e55ca2952132
G2c5a72ce319ca
052e95d1338aaf
Ged9cacfa7 17311
298436didaT14
911 9cal7Ge5d645
a7e05aB028550¢
09d37469178b1¢
18e126f41debB3
08131Ma0fd754c

672dd003b0fcect

FAACENNAFAT AT

»

Size ¥

1442189
20480
32664
930199
256000
a7484
51641066
24064
433840
939300
17920
28672
68414
738816
203628
43430168
1340928

4913344

Aacncan

Sample
notPe*

view
view
view *
view
view
view
view
view
view
view
view
view
view
view
view
view
view

yiew
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X X X X X X X X X X X X X X X X X X <

PEDumpHash %

3c1910a353beTc
e7e3bT7357a0h5.
G5cTecd8G48ef7.
9e13dbi8aafsct
eG90fEfh1f8etc
843d6ed690d4el
feBi1378261770di
3fab49b37c214
T46edGe11i2acd
b14dfg1604dd20
a21dc0d7h27e2f
c200chd5c7Tde2
5adb310216bckc
87604b47fabf3d:
0d5b12d0721c8E
aed5aal4cabizc
Tri043a94fe9 108

dh46cGec4dchal

EAN N AR A nnn

*VTest &

0%
13%
13%
7%
19%
26 %
9%
96 %
9%
350%
17%
13%
35%
7%
17%
40
22%
4%

Aan e

VT Group %

=
=
=

=
=
¢

=
=
-

2=
=
<

MALWARE

o
=

PUA
ANY
MALWARE
MALWARE
PUA
MALWARE
ANY
MALWARE
MALWARE
PUA
ANY
MALWARE

ANY

RaAIAARE

~

*Mars ¥

-~

*Class.

MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE
MALWARE

MALWARE

MaA IR

-

*Conf. &

0444 %
100,00 %
100,00 %
100,00 %
99,80 %
100,00 %
100,00 %
99,15 %
100,00 %
100,00 %
100,00 %
99,15 %
100,00 %
100,00 %
04,44 %
0444 %
100,00 %

94,44 %

LYY
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= Sort by activity from little to much

o
i
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= Spotting interesting samples
Lots of modifications in
filesystem and registry

Very active samples

INTERACTIVE GRAPHICAL EXPLORATION OF
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= Closer look at one interesting sample

Summary

Hash (Sapas)
298436dfd87Tb14cbd20b83b0a 1 clecdbdce? 1be4aads53d4T90bbAT aBeT7af5

VTest Result
100 FileType PE32 executable (GUI) Intel 80386, for MS Windows
detectionGroup MALWARE
b detectionName GEMERIC
! I" III I III I I I detectionType TROJ_DOWN
v 2 4 L] .!I 10 ! 14 18 18 20 = 24 ] 28 0 az 34
Feature-List
Feature Wert
changesPolicies 0
___older_os_version_and_cument_user 0
__ older_os_versien_and_local_machine 0
createsCopyOfinstaller 0
createsDebuggerEntry 1
createsExecutablesinMonstandard Directories 4
createsFilesini onstandard Directories 3
createsMifsAds ]
createsRegFileLink 2
rraatacD oot artHrnls el
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Examples

= Looking for certain behaviors

modifiesBrowsersettings

modifiesExecutables

i

modifiesExistingFiles

2016-05-20
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= Malware vs. PUA vs. Goodware

Malware (Bjlog) PUA (Bundler) PUA (Bundler) Malware (Locky)
&Y P I . e
PUA (Installcore)  Clean App Clean App PUA (7)
F ¢ ;’T ,;f’f-". f
I.Iﬁ,. ) .“‘I'I .. ‘ | L P I“

INTERACTIVE GRAPHICAL EXPLORATION OF
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= Fun to work with, but real use cases still rare
= Sample verification works well
= [[lustrating PR material
= Doing first research/investigation steps on interesting samples

= More extensions planned/possible
= |nclude network traffic
= |nclude static attributes

= Certain use cases, e.g. displaying only malicious features to find Goodware
or PUA that behaves suspicious

= Visualizing output of other dynamic analysis systems possible
= Raw output = Feature Vector - Visualization

INTERACTIVE GRAPHICAL EXPLORATION OF

2016-05-20 MALWARE BEHAVIOR
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NTEST

The Independent IT-Security Institute
Magdeburg Germany

y @avtestorg (English) & @avtestde (German)

n Follow us on facebook.com/avtestorg

Current test results at https://www.av-test.org

Thank you for your attention!
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