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Millions of malware samples 
for your security
The systems at AV-TEST scan more than 3 million fi les per day, including a 

unique multi-virus scanning system for malware analysis for the Windows 

and Android platforms. Based on these results, a phalanx consisting of over 

25 individual virus scanners provides fully automatic pattern detection and 

analyzes and classifi es malware in this manner. The system automatically 

records all proactive detections as well as response times of respective 

manufacturers to new threats. Thus, one of the world‘s largest databases 

for malware programs is constantly expanding and keeping up-to-date. Its 

data volume has been growing continuously for more than 15 years on over 

40 servers with storage capacity of over 2,500 TB. On the publication date 

of this annual report, the AV-TEST database contained more than 900 million 

malware samples for Windows and more than 28 million malware samples 

for Android!

Test Statistics
With analysis systems developed in-house 

and sophisticated testing procedures, 
AV-TEST guarantees independent tests 

for IT security products and 
has thus been the leading Institute in 

the fi eld of security research and 
product certifi cation for over 15 years.

AV-TEST seal of approval 
for antivirus products:

AV-TEST seal of approval 
for IoT products:
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For targeted malware analysis, AV-TEST relies on systems conceived and 

developed in-house. These analysis systems enable a controlled launch of 

potential malware codes on clean test systems and record the resulting 

system changes, as well as any network traffi c generated. The analyzed 

malware is then classifi ed and categorized for further processing based on 

the system changes observed. Using this method, the AV-TEST systems 

record and test 1,000,000 spam messages, 500,000 URLs, 500,000 potentially 

harmful fi les, 100,000 innocuous Windows fi les as well as 30,000 Android apps 

every day.

Among other purposes, the data recorded by the AV-TEST systems are 

deployed for the monthly tests of security products for Windows. In this 

manner, in 2018 over 315 product tests alone were run for home user and 

business user products. As a result, 78,121 malware attacks and 

9,026,094 individual data records for false positive tests were deployed and 

evaluated per product. Throughout the year 2018, this amounted to 

3,811,191,904 records evaluated by the test experts. In the monthly Android 

tests carried out throughout the year, the testers evaluated over 

123 individual products. In doing so, each evaluated security app had to 

defend against 72,818 special Android malware samples. As a counter sample, 

the experts also recorded over 34,516 scans of secure apps per product, in 

order to evaluate the vulnerability towards false positives. That is why in lab 

tests of security products for Android, a total of 7,700,742 scan procedures 

were analyzed and reproducibly evaluated. 5,035,258 scans hereby involved 

the specially-developed Android security cluster, which enables parallel 

real-time tests of Android security solutions.
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You can fi nd additional information on our website, 
or simply get in touch with us directly at +49 391 6075460. 

AV-TEST GmbH | Klewitzstrasse 7 | 39112 Magdeburg, Germany

About the AV-TEST Institute
The AV-TEST GmbH is the independent research institute for IT security from 

Germany. For more than 10 years, the security experts from Magdeburg have 

guaranteed quality-assuring comparison and individual tests of virtually all 

internationally relevant IT security products. In this, the institute operates 

with absolute transparency and regularly makes its latest tests and current 

research fi ndings available to the public free of charge on its website. 

By doing so, AV-TEST helps manufacturers towards product optimization, 

supports members of the media in publications and provides advice to users 

in product selection. Moreover, the institute assists industry associations, 

companies and government institutions on issues of IT security and develops 

security concepts for them. 

Over 30 select security specialists, one of the largest collections of digital 

malware samples in the world, its own research department, as well as 

intensive collaboration with other scientifi c institutions guarantee tests 

on an internationally recognized level and at the current state of the art. 

AV-TEST utilizes proprietary analysis systems for its tests, thus guaranteeing 

test results uninfl uenced by third parties and reproducible at all times for all 

standard operating systems and platforms. 

Thanks to many years of expertise, intensive research and laboratory 

conditions kept up-to-date, AV-TEST guarantees the highest quality standards 

of tested and certifi ed IT security products. In addition to traditional virus 

research, AV-TEST is also active in the fi elds of security of IoT and eHealth 

products, applications for mobile devices, as well as in the fi eld of data 

security of applications and services.


